Oracle® Communications
Data Encryption User Guide

Release 14.2.0.0.0
G42419-01
2025

ORACLE"



Oracle Communications Data Encryption User Guide, Release 14.2.0.0.0
G42419-01
Copyright © 2025, 2025, Oracle and/or its affiliates.

This software and related documentation are provided under a license agreement containing restrictions on use and
disclosure and are protected by intellectual property laws. Except as expressly permitted in your license agreement or
allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit,
perform, publish, or display any part, in any form, or by any means. Reverse engineering, disassembly, or decompilation
of this software, unless required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If you find
any errors, please report them to us in writing.

If this is software, software documentation, data (as defined in the Federal Acquisition Regulation), or related
documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the U.S. Government, then
the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated software, any
programs embedded, installed, or activated on delivered hardware, and modifications of such programs) and Oracle
computer documentation or other Oracle data delivered to or accessed by U.S. Government end users are "commercial
computer software," "commercial computer software documentation,” or "limited rights data" pursuant to the applicable
Federal Acquisition Regulation and agency-specific supplemental regulations. As such, the use, reproduction,
duplication, release, display, disclosure, modification, preparation of derivative works, and/or adaptation of i) Oracle
programs (including any operating system, integrated software, any programs embedded, installed, or activated on
delivered hardware, and modifications of such programs), ii) Oracle computer documentation and/or iii) other Oracle
data, is subject to the rights and limitations specified in the license contained in the applicable contract. The terms
governing the U.S. Government's use of Oracle cloud services are defined by the applicable contract for such services.
No other rights are granted to the U.S. Government.

This software or hardware is developed for general use in a variety of information management applications. It is not
developed or intended for use in any inherently dangerous applications, including applications that may create a risk of
personal injury. If you use this software or hardware in dangerous applications, then you shall be responsible to take all
appropriate fail-safe, backup, redundancy, and other measures to ensure its safe use. Oracle Corporation and its
affiliates disclaim any liability for any damages caused by use of this software or hardware in dangerous applications.

Oracle®, Java, MySQL, and NetSuite are registered trademarks of Oracle and/or its affiliates. Other names may be
trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are used
under license and are trademarks or registered trademarks of SPARC International, Inc. AMD, Epyc, and the AMD logo
are trademarks or registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open
Group.

This software or hardware and documentation may provide access to or information about content, products, and
services from third parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all
warranties of any kind with respect to third-party content, products, and services unless otherwise set forth in an
applicable agreement between you and Oracle. Oracle Corporation and its affiliates will not be responsible for any loss,
costs, or damages incurred due to your access to or use of third-party content, products, or services, except as set forth
in an applicable agreement between you and Oracle.



Contents

1

Introduction

1.1 Description 1
Managing the Feature

2.1 Enable the Data Encryption Feature 1
2.2 Disable the Data Encryption Feature 3
2.3 Monitoring the Data Encryption Feature 3
2.4 Performance Impact 3

Upgrade Procedure

Measurement

Alarms

Error Codes

Data Encryption User Guide

G42419-01

Copyright © 2025, 2025, Oracle and/or its affiliates.

September 29, 2025
Pageiofi



My Oracle Support

My Oracle Support (https://support.oracle.com) is your initial point of contact for all product
support and training needs. A representative at Customer Access Support can assist you with
My Oracle Support registration.

Call the Customer Access Support main number at 1-800-223-1711 (toll-free in the US), or call
the Oracle Support hotline for your local country from the list at http://www.oracle.com/us/
support/contact/index.html. When calling, make the selections in the sequence shown below
on the Support telephone menu:

1. Select 2 for New Service Request.
2. Select 3 for Hardware, Networking and Solaris Operating System Support.
3. Select one of the following options:
* For Technical issues such as creating a new Service Request (SR), select 1.

«  For Non-technical issues such as registration or assistance with My Oracle Support,
select 2.

You are connected to a live agent who can assist you with My Oracle Support registration and
opening a support ticket.

My Oracle Support is available 24 hours a day, 7 days a week, 365 days a year.
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Acronyms

The following table lists the acronyms used in the document.

Table Acronyms

Field Description

AES Advanced Encryption Standard
DSA Diameter Security Application
EIR Equipment Identity Register
FABR Full Address Based Resolution
GCM Galois/Counter Mode

GUI Graphical User Interface

MNP Mobile Number Portability
NOAMP Network OAM and Provisioning
REST Representational State Transfer
SFAPP SS7 Firewall - Stateful Applications
SOAP Simple Object Access Protocol
TPD Tekelec Platform Distribution
VIP Virtual IP

VSTP Virtual Signaling Transfer Point
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What's New In This Guide

This section introduces the documentation updates for Release 14.2.0.0.0.

This is the initial release of the document.
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Introduction

OCUDR stores subscriber data in its database in an unencrypted format. You can access this
data through standard interfaces, such as SOAP, REST, and ComAgent. The subscriber
database does not provide additional encryption when accessed from the MySQL prompt. The
Data Encryption feature provides data-at-rest encryption for the subscriber database, giving
added security for critical subscriber information, especially for Diameter Security Application
(DSA) and SS7 Firewall - Stateful Applications (SFAPP) use cases. This feature encrypts data
stored in the database and prevents unauthorized users from accessing the data.

1.1 Description

The Data Encryption feature is implemented using the AES-256-GCM mode algorithm from the
libcrypto library in OpenSSL 1.1.1k. This library is included as part of the TPD build. AES-256-
GCM is a symmetric encryption algorithm that combines the Advanced Encryption Standard
(AES) with the Galois/Counter Mode (GCM) of operation. The system encrypts or decrypts
data in the database access layer for all incoming requests from all interfaces, such as
provisioning and signaling. The system stores this encrypted data in the COMCOL database.

The data stored in UDR can be either encrypted or unencrypted. From 14.2.0 release onwards,
UDR supports encrypting data stored in the comcol database. The system encrypts data using
a preconfigured key. The same key is used to decrypt the data when a read request is
received.

@® Note

For UDR 14.2.0 release, the Data Encryption feature supports only DSA and SFAPP
use cases.
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Figure 1-1 Data Encryption
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Managing the Feature

This section provides information about configuring this feature.

2.1 Enable the Data Encryption Feature

Perform the following steps to enable the Data Encryption feature:

1. Before you enable data encryption, export the existing subscriber data using the xmlexport
tool. For more information, see Upgrade Procedure.

2. To activate the feature, you must generate a passphrase to use as the key for data
encryption and decryption.

3. Perform the following steps to generate passphrase and to enable the Data Encryption

feature.

Table 2-1 Enabling the Data Encryption feature
. _____________________________________|

Step

Procedure

Result

1

Active Network OAM and
Provisioning (NOAMP) Virtual
IP (VIP):

a. Access the command
prompt.

b. Log in to the server as the
adnusr user.

Note: The system does not
display the password on the
screen as you enter the
characters.

Login as: adnusr . Use keyboard interactive
authentication.

Password: <passwor d>

Active NOAMP VIP

The server returns the output to
the command prompt.

**% TRUNCATED OUTPUT *** VPATH=/ opt/
TKLCcontol / runcn8. 1. 0: / opt / TKLCconzol /
cnB. 1. 0 PRODPATH= RELEASE=8. 1.0 RUN D=00
VPATH=/ var / TKLC rundb: / usr/ TKLC/

appwor ks: /usr/ TKLC/ udr: / usr/ TKLC
awpcomon: / usr/ TKLC/ comagent - gui : / usr/
TKLC/ comagent - gui : / usr/ TKLC/

comagent : /usr/ TKLC/ ccl  PRODPATH=/ opt /
contol / prod RUNI D=00 VPATH=/ opt/
TKLCcontol / runcn8. 1. 0;: / opt / TKLCconzol /
cnB. 1. 0 PRODPATH= RELEASE=8. 1.0 RUN D=00
VPATH=/ var / TKLC rundb: / usr/ TKLC/

appwor ks: /usr/ TKLC/ udr : / usr/ TKLC
awpcomon: / usr/ TKLC/ comagent - gui : / usr/
TKLC/ comagent - gui ; / usr/ TKLC/

comagent : /usr/ TKLC ccl : /usr/ TKLO

dpi : /usr/ TKLC/ capm prod/ pl ugi ns
PRODPATH=/ opt / contol / prod RUNI D=00

[ admusr @GNOAMP- A ~] $
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Chapter 2
Enable the Data Encryption Feature

Table 2-1 (Cont.) Enabling the Data Encryption feature

Step

Procedure

Result

Go to the upgrade path: "/ usr/
TKLC udr / prod/ mai nt/
| oader s/ upgr ade/ "

[admusr @NO-A ~]$ cd /usr/ TKLG udr/ prod/
mai nt /| oader s/

hel per/ install/
[ oad.udr.install patches/
upgr ade/

[admusr @NO-A ~]$ cd /usr/ TKLG udr/ prod/
mai nt /1 oader s/ upgr ade/
[ adnusr @NO- A upgr ade] $

Run the following command to
generate the passphrase:

"
confi gurePassPhraseKey. s
hll

Note: The minimum password
length must be 8 characters.

[ admusr @GNO- A upgrade] $ ./

confi gur ePassPhraseKey. sh

Pl ease enter passphrase key:

Dukwl @1

Ent ered passphrase key is:
=== changed 1 records ===

[ adrmusr @NO- A upgr ade] $

Dukwl@r1

Run the following command to
enable the Data Encryption
feature:

",/ enabl eDat aEncryption"

The data encryption feature will be enabled as follows
after successful execution of . /
enabl eDat aEncryption" command:

root @G- A upgrade] # ./
enabl eDat aEncrypti on
=== changed 1 records ===
Enabling the data encryption feature
i s successful
[root @GNO- A upgr ade] #

If any non-encrypted subscribers are present when
you enable the Data Encryption feature, the system
does not enable the feature and displays the following
error message:

[root @GNO- A upgrade] # ./

enabl eDat aEncrypti on

\Mrning: There are non encrypted
subscribers in the setup. Pl ease clean
the db first and then enable the data
encryption feature.

[root @NO- A upgr ade] #

As indicated in the the error message, you must
export the subscribers, clean up the database, and
then try enabling the Data Encryption feature again.
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Disable the Data Encryption Feature

2.2 Disable the Data Encryption Feature

Disable the Data Encryption feature as follows:

Run the following command to disable the Data Encryption feature:

"./disabl eDat aEncryption”

The feature will be disabled as follows:

[root @NO- A upgrade] # ./ di sabl eDat aEncrypti on
=== changed 1 records ===

Di sabl ed the data encryption feature

[root @NO- A upgrade] #

If encrypted subscribers are present, the system does not disable the feature and displays
the following error message:

[root @NO- A upgrade] # ./ di sabl eDat aEncryption

Warning: There are encrypted subscribers in the setup. Pl ease clean the db
first and then disable the data encryption feature.

[ root @NO- A upgrade] #

According to the error code, you can clean up the database by exporting the subscribers,
converting the data to ixml format, and then disabling the feature. After you disable the
feature, import the subscribers that you exported earlier.

2.3 Monitoring the Data Encryption Feature

For successful use cases, all interfaces works the same as they do without data encryption.
With data encryption enabled, the system encrypts and decrypts the data before storing it in
the database. For failure cases, monitor the feature using the Error Codes, Measurement, and
Alarms. Follow the corrective actions listed in the Alarms details for each failure.

2.4 Performance Impact

Enabling the Data Encryption feature has minimal impact on performance. The effect on
capacity is also minimal.
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Upgrade Procedure

If any non-encrypted subscribers are present when you enable the Data Encryption feature,
the system does not enable the feature and displays an error message. As indicated in the
error message, you must export the subscribers, clean up the database, and then try enabling
the Data Encryption feature again. By default, the Data Encryption feature is disabled. To
enable this feature post upgrade to UDR 14.2.0 release, you must export the subscriber data
using XmlExport tool, and then enable the feature. For more information about enabling the
feature, see Enable the Data Encryption Feature.

After you enable the feature, you must convert the exported subscriber data from *. exnl to
*.ixm format. Export all the subscriber data using Graphical User Interface (GUI). For more
information, see "Scheduling Exports" section in User Data Repository Bulk Import/Export File
Specification.

Table 3-1 Scheduling Export
|

Step Procedure Result
1 To schedule the export option from GUI, | The Export Schedule page is displayed. For more
go to Main Menu, click UDR, then information, see User Data Repository Bulk Import/

Maintenance, and Export Schedule. Export File Specification.

Note: You can export up to 30 million
subscribers at one time. If you have
more than 30 million subscribers,
schedule multiple exports with
appropriate key ranges.

2 To monitor the status after scheduling The Export Status page is displayed. For more
the export, go to Main Menu, click UDR, | information, see User Data Repository Bulk Import/
then Maintenance, and Export Status. | Export File Specification.

3 After you successfully export all For more information, see User Data Repository
subscribers, enable the Data Encryption | Bulk Import/Export File Specification.

feature. For more information, see
Enable the Data Encryption Feature
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Table 3-1 (Cont.) Scheduling Export

Step Procedure

Chapter 3

Result

4

After you enable the Data Encryption
feature, generate the passphrase then
convert the exported file to *. i xm
format.

XmlConversion example as follows:

[root @NO- A provexport]# /usr/

TKLC udr/ bi n/ xm converter /var/

TKLC/ db/ fi | engnt / provexport/

export_Test. M5l SDN. 202508130950. exni
/var//TKLC/ db/fil engnt/ provinport/

i nport _Test . M5l SDN. 202508130950. i xni
create

Conpl eted (5 of 5)

[root @NO- A provexport]# cd ../

provi nport/

[root @NO- A provinport]# Is

i nport _Test . M5l SDN. 202508130950. i xni
[root @NO- A provinport]#

5 Copy the *. i xnl files to the configured | The Provisioning Options page is displayed. For
import path. Go to Main Menu, click more information, see User Data Repository Bulk
UDR, then Configuration, and Import/Export File Specification.
Provisioning Options

6 Monitor the import status. Go to Main After you complete the import task, the Import

Menu, click UDR, then Maintenance,
and Import Status

Status screen displays the status as "Completed".
For more information, see User Data Repository
Bulk Import/Export File Specification.

@® Note

For instructions on using XmlExport, Xmlimport, and converting from *. exm to*. i xm
format, see User Data Repository Bulk Import/Export File Specification.
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Measurement

Two new measurements are introduced to capture encryption and decryption failures. You can

use these measurements to monitor the failures.

1. DataEncryptionFailed: This measurement gets pegged whenever encryption fails. It
applies to both provisioning and signaling operations.

Table 4-1 DataEncryptionFailed

Field Details
Measurement ID 4020
Measurement Type Simple
Measurement Dimension Single

Description

The total number of data encryption failed.

Collection Interval

5 Mins

Peg Condition

When the data encryption fails.

Recovery

Verify that the configured passphrase is correct
and then retry the operation.

2. DataDecryptionFailed: This measurement gets pegged whenever decryption fails. It
applies to both provisioning and signaling operations.

Table 4-2 DataDecryptionFailed

Field Details
Measurement ID 4021
Measurement Type Simple
Measurement Dimension Single

Description

The total number of data decryption failed.

Collection Interval

5 Mins

Peg Condition

When the data decryption fails.

Recovery

Verify that the configured passphrase is correct.
You must use the same passphrase that was
used when the subscriber was inserted. If the
passphrase has changed, configure the
passphrase that was used when creating the
subscriber.
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Alarms

Alarms and events are recorded in a database log table. You can view currently active alarms
from the Launch Alarms Dashboard in the GUI. To view the alarms and events log, go to

Alarms & Events and click View History.

The following alarms are introduced as part of the Data Encryption feature.

Table 5-1 23360 - DataEncryptionFailed
- _________________________________________|

Field Details

Alarm Type UDR

Description Data encryption failed. Check the passphrase and
refer to the result log for details.

Severity Major

Auto Clear Seconds 300

oID DataEncryptionFailed

Recovery Verify that the configured passphrase is correct
and then retry the operation. If this event is
unexpected, contact My Oracle Support for
assistance.

Table 5-2 23361 - DataDecryptionFailed
|

Field Details

Alarm Type UDR

Description Data decryption failed. Check the passphrase and
refer to the result log for details.

Severity Major

Auto Clear Seconds 300

OID DataDecryptionFailed

Recovery Verify that the configured passphrase is correct.

You must use the same passphrase that was used
when the subscriber was inserted. If the
passphrase has changed, configure the
passphrase that was used when creating the
subscriber. If this event is unexpected, contact My
Oracle Support for assistance.

Table 5-3 23362 -DataEncryptionPassPhraseConfigurationNotFound

Field Details

Alarm Type UDR

Description Data Encryption feature is enabled but passphrase
is not configured.

Severity Major
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Table 5-3 (Cont.) 23362 -DataEncryptionPassPhraseConfigurationNotFound

Field

Details

Auto Clear Seconds

300

OoID

DataEncryptionPassPhraseConfigurationNotFound

Recovery

Data Encryption feature is enabled but passphrase
is not configured. Configure the passphrase and
retry the operation. If this event is unexpected,
contact My Oracle Support for assistance.
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Error Codes

Error codes are introduced for all the interfaces, such as like provisioning and signaling. The
following table lists the set of response error codes and their associated value:

Table 6-1 Error Codes

Value Error Code Interface

70058 DataEncryptionFailed SOAP

70059 DataDecryptionFailed SOAP

70060 DataEncryptionPassPhraseConfigurationNotFound SOAP

4106 DataEncryptionFailed REST

4107 DataDecryptionFailed REST

4108 DataEncryptionPassPhraseConfigurationNotFound REST

230 DataEncryptionFailure DSA/SFAPP -Signaling

231 DataDecryptionFailure DSA/SFAPP -Signaling

232 DataEncryptionPassPhraseConfigurationNotFound DSA/SFAPP -Signaling

171 DataEncryptionFailure MNP/FABR/EIR/Enum — Signaling
172 DataDecryptionFailure MNP/FABR/EIR/Enum — Signaling
173 DataEncryption PassPhraseConfigurationNotFound MNP/FABR/EIR/Enum — Signaling
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